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(54) METHOD FOR UPGRADING EEPROM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and a system for 
upgrading a flash EEPROM which withstands power source 
abnormality without the need of an excessive boot ROM. 
SOLUTION: A nonvolatile memory bit circuit 40 is utilized so as to 
forcedly operate an address space relating to the individually 
erasable/writable block of the flash EEPROM. The contents of a 
main boot block firmware are copied to a substituting boot block and 
the nonvolatile memory bit circuit 40 is set so as to make the 
substituting boot block appear in the address space of a main boot 
block from the view point of a microprocessor. Then, the main boot 
block is erased and new firmware information is written. Then, the 
nonvolatile memory bit circuit 40 is reset so as to return the main 
boot block to a main address space and the substituting block is 
upgraded by the new firmware information. 
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vmemb i t 4 oat-?-©gS2© (H3M 1) ttfilC-fe /0 
•7 h£n-5„ n vmemb i t 4 0 £®2 ©ttffifCfcy 
b?Z>t, 7Pfcy-*©m,6a>6tt@ i 7'-b • 7'Py:7 
2at7-h • 7Py7 0©£7 KU7.£l«l::§!ft5. 7 
Hk7.^moc:com*HtcOJif^« > n vmemb i t 4 
OtC<toTXORy-h3 0©-£©A7j£ 1 Kfcy h 

7*Pfcy1t2 0*>e>g{§T-S±T©7 FWXK*fcHT 
4±ffi7FU;*#R<Ea*l*J:3K:T*;:£KJ:-3TfT 

t>nz. 

[0 0 2 9] H3tt. ±&7FUX • t*y hSS^b 20 
T. V^2?P7Pfcy1t©&,&a>e>ft#7'-h • 7"Py 
7at£7"-b • 7*ay*©7FUX2Mfc«ft*«fc3fc 

Sg^ns. SfoT. 7Pfcytf2 Ott, 9 5l:*HT 
1 6jt&0 0000 0 00(57 Fl-'7xT-te3;5£7 
-F • 7ny2MC7FU7.lf£LT^-& ! fe©£J8loT^ 
XORy-h3 Ot«ttjTlfy 9^SK 
Stl*©"?, ffcgtLT, 7"Pfcytf-2 Ottl 0 0 IC* 
UTtST 1 6j§&0 0 0 8 0 0 0 0©7FU7.T-&3;* 
ft#7-F • 7d y £ £7 27-fc3.-f.5c: 30 
[0 0 3 0] 02tCM££. 7 0(C*^T, nvmem 
bi tat-fey FSttfcft, 7 5£&lr>T. £7"- F • 7 
□ y2>0**iHSSft*. iT'-F • 7*ny*©JHitt, 
fW**£fctt«Bft1irat£i;fc«fc. 7"Pfcy!r2 0 
tCj:-3T7*Py7 2£ft#7'-b • 7*Dy*£l,T7 H 

u^«3tr*ct««T-*awn«. 7y727u-F£^ 

7f*Cttt-ffftttV>. t^L, *«WK:J:ntt, 7°p 
■fey!t2 Ott, ft»7*-h • 7Py7£LT7Py7 2 
lC727fc7.-r5C:t*ipItgC7i5. T&fcS. 7y7y* 

u-HS^T-a-ffc, i;. yn-fc-y-y-2 0 40 

**BmJWfc3*l4;:£K:&-3fc»£. nvmembi t 
4 0tt^S2© (t&SWl) fcftCigSSIlilCfc 
£. ftoT, XORy*-F3 0K<fc?T±tt7FU7. • 
MyYifiSMUti m3&m<7)Zt) . 7Utyt2 0 
tt. ±7-F • 7*Oy7 • 7HU^TIi&<. ft# 
7-F • 7Dy? • 7HUT^raC727fcTT4c:tC 
&5. Ogflctt. 

[0 0 3 1] 7 5IC*5^T, i7-h-7D7f OM 



#H¥8-2 5 5 0 8 4 

8 

77-A'>x7l;:«fcoT7y7 r 2'l'-F;*ftS 
*Rtf/£fc«#fii*atM$*l*) . ±7*-F • 7"D 
y^Oi7y^ifV-Vt^Tt^t. 8 5ICi5^T. n 
vmemb i t4 0at&3U© (&SM0) tfcffilC'J-fey 
bS*U £7*-h • 7*D«/27*^©3SjE^7HUTS5l« 

nvmembi t 4 0tt-t©S*J©tttgK:'J-fey 
h*ttTt>«©T. frU>7-Ftef8atffK:7*Py7 0 
fcftfciSftTisD, 7*PfcyiH;:,koT7-F • 7y7* 

[0 0 3 2] g&K 8 7 Kfcl^T. 7 r P->27 2©7-K 

• 77-A">i7A«IS*n. 9 0tC*5(rVT\ £T©7 
Py7 (£7*-h • 7Py7£|&<) ^#rL^77-A 
•7x7«ffiCioT7y7*27*U-H$nr, 7Vf9V 

[0 0 3 3] ^IC04 A~ J §#SST5i: > B&7Py7 
HKioT. *^BJ©«ilgS«:lcB^577-A7x7 

• 7y7 r d/U-H«?fc*tt*7*-h • 7Py7Rtf/ : E 
U • 7 H l/^i#Ol*OSB«>S*nTlr>4. 04 A 
~DI:lt 7*Py7 oat£7*-F • 7ny2*£bT?K£ 
nx*0, 7nfc-y1t • 7"- Mi. 7Py7 oa^frfc 
n^> (llOnvmemb i t 4 Otf-tOHaftOttll 
tC-ty F£ftTV>S«£) . 04A~CIC«, 77-A 
■7x7 • 7 y7VV-Y\zffi7LT3L-?-V ■ 7Py7JJ( 
n©^T©7'P-y7S^*1-5^1©37 L 2/7 P ^^n 

th« (02 ©6 ofc»ct) . flisnfc^n*; 

7te. -?-©7P->7SatT rxj TsSSttTHS. 
[0 0 3 4] !4DI:(t 3E7"- h • 7"Pu/7 0©ft*g 
OWf-b • 7'P^ 27 2 lCPfcf--r5^©7^5 L -y7 , ^ 
^^tlTVi^ (02©6 Sh&m<DZ\t) » 

mz&zntz) 7p->7«. ±srp-^© 

re J CioTiSnT^i. 
[0 0 3 5] 04E~F{C«. d©NF^'T7 r P-fe*yy-^ 
^^^5.7-M-5C:i:(cfe57"P^27i:LT, f^#7 
P77 2*5SSnT^5 (02 ©7 Ot^BSWCi) . 
W»®«k5t, Ctltt. XORy-h3 0*1±ft7HU 
X • My ^D-fey 6ft*7* 

■5C> nvmembi t 4 0^-fey btil^>fzH>X'$> 

04EtCtt. ^•©7y7 p 2'U-HlC<iAT7Py7 
0#iH£Sft$#ffi**jj?3ttT*?). 04F»Ctt, 7*n 
y70ICgrt^7-h • 77-ACi7l:±«777^ 
U-H (##ji*) 4«lSSft5*ft4«*SnTt»5 (0 
2© 7 5&tf8 0t)#Bg©Clt) . 
[0 0 3 6] 0 4G~JlC(i, ^P-feyit^d^^T' 
-h^ff-pCtlc^S^Py^iUT, Si;7HUxm 
S$n?>7Py7 0d^^nx^5. inii, nvme 
mb i t 4 0#t 'J -fey K£ttT (0 2 ©8 5#,1©C1 
t) , £7-h • ^Dy2/oat-5-©S3E)a:7 FU7.SM 
ICSn^^J6T*5. 7Py7 2at04D©Xxy7'lC 



(6) 
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10 



areO 

7*D-fc 67 F V7s • V yZf\Z&tfZ&it* 

/ 



«»UTV»4©T. S4GlCtt. 7*Dy^2 0***ft 
*»SsSttTH* (02©8 7#Bg0^t) . *tfefc. 0 
H-JCtt. yayjrl, 2. Rtf, 3lc89©77- 
A"7x7*»£&A/T. 7y~f9\/— F • ^at^S^ 
7T5^ffi*^SnT^4 (§2O9 0#ffi©ui) . 
[0 0 3 7] TEO»<6la-F»4. «®S^(C»A4 7 
7^A'7x7 • 7 7 7 , ^^-FlCWr4fltli£cDv7xA 

[0 0 3 8] Procedure EEPROM.BurningJJpgradeJFirmw /0 
Set NVRAM_ROM_S t a t e= I n Upgrade 
If Hardware_Boot_Pointer=Boot Block (Primary) 
Erase(Block 1) 
Erase (Block 2) 
Erase(Block 3) 

Burn (Block 2 with a copy of the primary Boot Image (address 00000000 - 
0003FFFF)) 

Checksum_Check(Block 2) 

Set Hardware_Boot_Pointer=Alternate Boot Block 
end; 

Erase(Block 0) 

Burn (Block 0 with data from the new image (address 0000- 0003FFFF)) 
Checksum_Check (Block 0) — if failure, reset and reat tempt upgrade 
Reset Hardware_Boot_Pointer=Boot Block (Primary) 
Burn (Block 1 with data from the new image (address 00040000 - 0007FFFF 

)) 

Checksum_Check (Block 1) -- if failure, reset and reat tempt upgrade 
Erase (Block 2) 

Burn (Block 2 with data from the new image (address 00080000 - 000BFFFF 

)) 

Checksum_Check (Block 2) — if failure, reset and reat tempt upgrade 
Burn(Block 3 with data from the new image (address OOOCOOOO - OOOFFFFF 

)) 

Checksum_Check (Block 3) -- if failure, reset and reat tempt upgrade 
Set NVRAM_R0M_S t a t e=No t in Upgrade 
end; 

[0 0 3 9] BU©»RK, «ScLfcROMS8Stii- 
•f C, E E P R OM.<DtzSb\znM&ft 5 7 "> 

=l • 7-y7y^-F£pJtglC-f3v7r£RlW£KW 

\Z, aftSE«KH#0*aA-F'>x7»tf 
77 F>>x7 • y-;V©tt*Ofe©*«fflUTflB#Kjt 

[0040] &Lt. mmQXMmizotoxm&ut 

[mill 4 tn-fa-tyV (2 0) tf»7 H UX*£T* 



(1 O) fc»LT*«*#CK*.6* i EU • 7V?9V 
-F*TfllEfcT*fc»©2fttfc*t»T. <a)»l©* 
; &Ulc*3tt43E7Fl/7^WicKaufc±7-F • 7n 
*>6ft»7HUXS6IBCPI*UfcfW7*-h • 7"n 
2/7lC7*-F • 3 t-fiXfy^ i. (b) 

ft#7*-h • 7ny2#v-f*07*n-fes/1)-©ajft*»S 
£7FU7£fWK§Ett. £7*-F-7"D7 7^ft§7F 
l/*£|SJCgns«fc3fc. 212 ©*}?%&* t'J (4 
O) StyhL, uniCt^T, fWIMIWSfcUfc* 

ftS7*-F • 7"Dy7l^^T, ! f-9H^<9u 
7*cHry!rK«fc*7*-h • 7FUX»£**TiJte&ttlBK 
#fctt5 .1: 5 £-r*Xx-y :/<>:. (c)frU^^-F- 
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(d) £7"-K • ^DyjrtiTHUXfilBCRb. ft 
#7*-h • 7-py7?:tt#7KU*£fflKK?\fc7Kft 

m. 

WZmito*^) -f/H^ (i) S^Mlcyn-y 
i/^M^-Sta^-pJ^K^O^ffl^^'J (EEP 
ROM) -r/HX, (i i) MfflEEPROM. & 
Zt. (i i i) ^»5£tt7>^A • 7*-fe7. • **'J 
(RAM) ^^SW^n^^t^^aii-rs, {fiJllcE 

«©m 

□ T'D -fe 5/ -y-IC 7- h f ££*© 7 7 - A 9 x 7 ©$*§ 
fc&Bfc-f >f'J vx>7.^$tl.5' >x'J 
vx>XIC. £7-h • 7*P-;/:7Rtftt#7*-h • 7"P 
•y i7*^Hfi : -rsfc*©ffi*f7 K l/XJIS^StlS: 

m 4 ] ft 2 ©^Jffgtt* t U ©ttJiat, ( i ) v-f 7 □ 
zfaty-y- (2 0), ft 1 ©/^r'J • 7/t-f7 (1 
0) . Rtf. ft 2 ©*»&&** 'J (4 0) Wl:*^T 

!<-7.*iJg£$fET3fc*, '>&<£t>ia©7Fl'7.£ 

StefsiiSiiB&g^ (30) i, (i i) 7y79V 

5glT 5 fc*© 7" n -fe u> it |c«k o T&ft S *13 d <!: 

[0J5] (a) ^n^n, ftl£ft2©7Fl/7.£fflt::IW 
igUfc, ft 1 <bft2©8iJ<@(C^S^tg/##&*iiJtEft 

7p-;>7£(i*.3ft i©^u • a*>7 do) 

(b) ftl©7P-y7^<=.ft2©7'Py7l;:ftl©7 : '- 
^&3tf-TSfc*©^Si. (c) ft2©7*P-;/7^ 
x"l'7P7'p-feyl7 (2 0) ©S-Srt^ft l©7Fl/7. 
^Mlcan, ft l©7*P-;/7atft2©7Fl'7,£Mf;:gt 
nsi^C ff2©^»^ltt/^'J (4 0) 5t7h 
U ^ntCioT. Cfci§£, ft2©7*P 

•>7lCfc^T. x-^^V'f 7 □7'a-fe-yl7lC J; -57*- 
F • 7HUX^Jt*tBjtg^^*|[c^fen5ct^(CT5fc 
feW^gt. (d) ft2©x- : $'£7'P-;>7tcg&6<nc 
##^tifc*©?e<!:. (e) ftl©7"P-.y:7&ftl© 
TFUXSWlcKU ft2©7"Py7£ft2©7Fk7. 
SHKMT <fc-">lcft2©/*'J£y-fes/ FTSfcsi)©^ 
Wet, £ffl*.T)&S, «iig#l;:»;L5/ ; &'J -777" 
7>-F£W1£t;:1-£>£*©v7.xA. 
[^ftl©*^ • A>7# (i) ttMMlc:7*P7 7 

(EE PR 

OM) -r/HX. (i i) MWEEPROM, R. 
(i i 1) TfflmLvyfk • 79±X • ^t'J 

(ram) a^gftsnaiifc^gii-rs. t^stcE 

«©->XxA. 

[^J7]gfi©x-^S.u:fS2©x-^lc. v-i'i7D7'a 
•fe 7 U- IC 7* - F T -5 * © 7 7 - A V x 7 © ® 'f§ I Z <& g 



(7) ttH?8-2 5 50 84 
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U-i >x'J->*x>Z*^Sns::ti:. -f>fU-/i> 

7>ic, ft iRt;fi2©7*D7 7^e.iifT-rsfe*©4i^ 

7KU7.if!£^SnsC<h$^<»:r5, 
©->XxA. 

[0J8]£<=>IC 7-P7^$S^MII^*1-Sfc*©#a 
A. 

[0iJ9]$e,tC. •7-f7P7*P-fe7-tr (2 0) , ftl©* 
^'J-A*>7 (10) , Rtf. ft 2 ©*$&&* 
/0 (4 0) Wlw*s^Tjl«S:ff^> ft2©^»%tt/ ; EU 
(4 0) ©tftS£$»LT. ftlW/^U -xA'^X© 
7*Py 7 ©7 FU7.Jf 1 
0©7KUXS:Re-rsifeaiHl?SBm (30) #££tt 
Ti^ci^^Stfr*. ^J5lcEic©v7.rA <1 
[0J1 0]^e>t, ft 2 ©*»£&;< *:U -T^7ffltt 
*§£8»bT. 7 7 7 p y'W-H^4 ] BrSn^^S^S« 
1-7<>7"^U— KttiS£Wrf Sfc*©?^ (2 0) # 
^£m:^S£££®gi£T£, 0iJ5lCE*©v7.x 
A. 

20 [0 0 4 1] 

tlCcfct), ^^7'-hROM^^Si:-&Tlc. HiKg 
^•ICffiAS 7 7 E E P R 0M©7 7 7"7>- F S 

[0ffl©ffi*^f}FJ] 

[01 A] ^jffgtt^'J • tfy h@E&^e»©ft l©tt 
^©fi-ffC^oX. ^7"-h • 7D7?*f,®^fA 
• T'-hWfcftW^tU • 7h'l'Xj&5££S-r7"P<;/7 

30 [01 B] -FJfJEtt^'J • f7 hi!8&^e.©ft2©tt 
Si©ff^CSo'<, ft#7"-h • yn7?d^o->Xf 
A • 7 > -h©fc*©/ : E'J • 7 h'l/7jf)l€St7ay 
70T$.S. 

[02] 77-A917 • JyfifU-miZ&tfZ? 
-b • yayjrJfclfcHE'J • 7 h*kX?£M^©fc*© 
^tt7.x>y7'*«Lfc7P- • ?^-hT*S. 

[03] ±&b:'7 h5:KteUT, £7"- h • 7*P<77© 
7Hlx7$Mtcft#7"-K • 7'Dy7^anSJ;olcT 
*>;£ffi£*T0T$>s. 

40 [04A] 77-A7X7 • 7y7 , 7>-FI#[C:fcttS 
7"-h • 7*P7 7R^ : £U • 7FU7j§f£©l*©!a: 
PIS:atfe7*P>>7 0T*S. 
[04B] 77-^7x7 • 7v79V-m\zmZ> 
7"-h • yp-y^Rl^/^U • 7 Kl"7.$ft©il«©g: 

[04C] 7 7-A7x7 • 7 77"yU-KB#lC*lti. 
7-h • yP'^R^t'J • 7Hl^X^©li^©g: 
Pg£gLfc7"Pu/7 0T&S. 
[04D] 77-A^x7 • 7-7 7*yU-FB#lC*^S 
50 7*-h • T'P-yS'Rtf^U • 7 H U7.fil^©<l^©a 



(8) 



<8M¥8- 2 5 5 0 8 4 



M£&Lit7n 
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7— h • 7*a 2/ 

[04G] 77 
7-h • 7p-^ 

[H4H] 77 
7-h • 7"Dy 
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[04 1] 77-A^x7 • 72/7"^U-HKflC*tt'5 
7-h • 7n i) • 7FU7.&f£©<lxr©& 

[04 J] 77-&Vx7 -7V7'ins-m\Z}SVZ 

1 0 : JBlO^t'J 

2 0 : t>u-?u-ty$ • yXfA 

3 0 : XORy-h 

4 0 : ^ABBttjUEU • tfy hBB 
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